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OAuth resource-server helpers for HTTP MCP servers in Plug/Phoenix: protect the
MCP endpoint, publish OAuth discovery metadata, verify Bearer/DPoP/mTLS access
tokens, enforce scopes, and hand the verified identity to Anubis when your MCP
server runs on Anubis.
Why use this
An MCP server library gives you tools, prompts, resources, and transport
lifecycle. OAuth still leaves several resource-server chores at the HTTP
boundary:
	Challenge unauthenticated clients with an RFC 9728 resource_metadata pointer
so ChatGPT, Claude, and other MCP clients can discover how to authorize.
	Verify access tokens locally by signature, issuer, audience, expiry, and
sender constraint.
	Reject DPoP-bound tokens presented as plain Bearer tokens, and reject
mTLS-bound tokens without matching certificate context.
	Enforce route-level MCP scopes before the request reaches your tools.
	Render OAuth-compatible 401/403 errors through the same host-controlled
response envelope.
	Put verified subject, client, scopes, and raw claims where downstream MCP code
can read them.

attesto_mcp packages that glue as Plug modules. You still bring the MCP server
implementation and your app's policy.
If you use Anubis
Anubis already has authorization-aware
helpers such as Frame.scopes/1, Frame.has_scope?/2, and scope-aware tool
visibility. Those helpers read from frame.context.auth. A Plug/Phoenix auth
pipeline, however, naturally verifies the request before the Anubis frame exists.
This package connects those two layers:
	AttestoMCP.Plug.ProtectResource protects /mcp before the Anubis transport
handles the request.
	The auth plug assigns a neutral conn.assigns.attesto_context map containing
the verified subject, client ID, scopes, claims, confirmation claim, and
optional host principal.
	AttestoMCP.Anubis.put_auth/1 projects that context into
frame.context.auth, the place Anubis expects it.

pipeline :mcp_auth do
  plug AttestoMCP.Plug.ProtectResource,
    config: &MyApp.Attesto.config/0,
    replay_check: &MyApp.DPoPReplay.check_and_record/2,
    resource: "/mcp",
    scopes: [AttestoMCP.Scopes.tools_call()]
end

def handle_request(request, frame) do
  frame = AttestoMCP.Anubis.put_auth(frame)
  # Anubis authorization helpers now see the verified subject/scopes/claims.
end
That saves an Anubis host from hand-writing token parsing, DPoP proof checks,
protected-resource challenges, scope rejection responses, and the
frame.context.auth projection. It does not add role, tenant, admin, or tool
visibility policy; keep that in your app.
anubis_mcp is optional. The bridge module compiles only when Anubis is
present, so non-Anubis MCP servers do not take a hard dependency on it.
Clustered or persistent sessions (optional)
If you run Anubis across multiple nodes, or want MCP sessions to survive a
deploy, two optional adapters fill gaps in Anubis's bundled options (both
compile-guarded, so an RS-only consumer pulls in neither):
	AttestoMCP.Anubis.SessionStore.Ecto — a Postgres-backed
Anubis.Server.Session.Store (Anubis ships only Redis), so a client
reconnects after a node replacement with its initialized state restored. Wire
it with mix attesto_mcp.install.sessions.
	AttestoMCP.Anubis.Registry.Horde — a cluster-wide Anubis.Server.Registry
that uses Horde's CRDT-backed names for cluster-wide session uniqueness and
routes a request to the node holding the session.

See each module's docs for wiring details.
MCP authorization and metadata
The MCP authorization spec treats a protected HTTP MCP server as an OAuth
resource server. Clients discover authorization information through OAuth
Protected Resource Metadata (RFC 9728), then use Authorization Server Metadata
(RFC 8414) for issuer endpoints.
This package provides builders for:
	/.well-known/oauth-protected-resource metadata.
	authorization_servers handoff to one or more issuers.
	issuer, jwks_uri, authorization_endpoint, and token_endpoint metadata
via Attesto's authorization-server metadata builder.
	Resource identifier handling through the explicit :resource value you pass.

It intentionally avoids a hard dependency on a specific Elixir MCP SDK. Anubis
gets a bridge because its frame authorization contract is widely used and small
to support; the core auth boundary remains a normal Plug boundary.
Per-resource audience confinement (RFC 8707 + RFC 9728)
A protected resource advertises its own identifier as the RFC 9728 metadata
resource; a spec-correct client echoes that identifier back as the RFC 8707
resource parameter at the token endpoint, and the authorization server mints
the token's aud to it (see attesto/attesto_phoenix). The resource server's
job is the last link: validate that the presented token's aud is this
resource, so a token minted for a sibling endpoint cannot be replayed here.
ProtectResource / Plug.Authenticate enforce that with resource_audience:
plug AttestoMCP.Plug.ProtectResource,
  config: &MyApp.Attesto.config/0,
  resource: "/mcp",
  base_url: "https://mcp.example.com",   # pin the origin behind a proxy
  resource_audience: :resource,          # validate aud == this resource's identifier
  scopes: [AttestoMCP.Scopes.tools_call()]
resource_audience: :resource validates the token's aud against this
endpoint's identifier (base_url + resource path) instead of the host's
global config.audience. A scalar audience must equal that identifier; for an
array-valued aud, every member must equal it, so a token cannot add a sibling
audience and remain valid. That identifier is computed by the same
AttestoMCP.Metadata.resource_identifier/3 that produces the advertised
metadata resource, so the chain — metadata.resource == requested resource
== minted aud == validated aud — holds by construction. You can also pass a
literal string or a (conn -> uri) / {m, f} callback.
Audience callbacks must return a valid identifier. A nil or malformed result
fails authentication; it never disables route confinement for that request.
resource_audience and Attesto core's trusted_audiences option are mutually
exclusive. Choose the route-derived convenience option or supply the complete
core policy directly; configuring both raises during plug initialization so
neither policy can silently replace the other.
Pin the origin with :base_url when you enable this behind a TLS-terminating
proxy: the identifier is otherwise derived from the live request origin
(Host / forwarded headers), which an attacker could spoof to a sibling
resource's identifier. resource_audience is opt-in so existing single-audience
deployments are unaffected; enabling it (with a pinned origin) is the
recommended wiring for any server that fronts more than one MCP resource.
What this package is not
attesto_mcp does not implement MCP, JSON-RPC, tools, prompts, resources,
transports, or server lifecycle. It wraps the HTTP endpoint your MCP server
implementation exposes and connects that endpoint to Attesto's OAuth/OIDC token
verification, DPoP proof verification, mTLS certificate binding, scope algebra,
and metadata builders.
attesto is the protocol engine: JWT access tokens, DPoP, mTLS, PKCE, JWKS,
discovery, and scopes. attesto_mcp reuses those checks and adds MCP-facing
Plug and Anubis ergonomics.
attesto_phoenix is the Phoenix/Ecto authorization-server layer: routes,
controllers, registration, stores, and Phoenix-friendly configuration. MCP
servers that need dynamic client registration should expose it through the
authorization server layer rather than duplicate RFC 7591 here.
Installation
def deps do
  [
    {:attesto_mcp, "~> 1.0"}
  ]
end
For Phoenix apps, the optional Igniter installer can scaffold the protected
resource metadata route and protecting pipeline:
mix attesto_mcp.install --resource-path /mcp --scopes mcp:tools:call

The installer emits the public
attesto_mcp_protected_resource_metadata/2 macro with root: false and
generates protection with the same path/scopes plus
resource_audience: :resource. Re-running the same resource is a no-op;
installing another resource adds another path-inserted metadata document but
never an ambiguous shared root. If a legacy client needs the unsuffixed root,
change exactly one declaration to root: true explicitly.
For a fuller Phoenix wiring example, see the MCP wiring guide.
Minimal Plug/Phoenix usage
Protect the mounted MCP endpoint before forwarding to whichever MCP server plug
you use:
pipeline :mcp_auth do
  plug AttestoMCP.Plug.Authenticate,
    config: &MyApp.Attesto.config/0,
    htu: fn _conn -> "https://mcp.example.com/mcp" end,
    replay_check: &MyApp.DPoPReplay.check_and_record/2,
    resource_path: "/mcp",
    principal: fn claims, sender ->
      MyApp.Principals.from_token(claims, sender)
    end

  plug AttestoMCP.Plug.RequireScopes,
    scopes: [AttestoMCP.Scopes.tools_call()]
end

scope "/" do
  pipe_through [:mcp_auth]
  forward "/mcp", to: MyApp.MCPServerPlug
end
AttestoMCP.Plug.ProtectResource composes the two plugs above —
authenticate, then require scopes — into one correctly-ordered, halt-respecting
plug, so a route declares both in a single line and both render through the same
error envelope and resource_metadata challenge:
plug AttestoMCP.Plug.ProtectResource,
  config: &MyApp.Attesto.config/0,
  replay_check: &MyApp.DPoPReplay.check_and_record/2,
  resource: "/mcp",
  base_url: "https://mcp.example.com",
  resource_audience: :resource,
  scopes: [AttestoMCP.Scopes.tools_call()]
After authentication, downstream code can read:
	conn.assigns.attesto_mcp_claims
	conn.assigns.attesto_mcp_scopes
	conn.assigns.attesto_mcp_sender
	conn.assigns.attesto_mcp_principal, if :principal is configured
	conn.assigns.attesto_context - a neutral %{subject, client_id, scope, claims, cnf, principal} map, the same protocol context
AttestoPhoenix.Plug.Authenticate assigns

For mTLS-bound access tokens, supply certificate context from your TLS layer:
plug AttestoMCP.Plug.Authenticate,
  config: &MyApp.Attesto.config/0,
  cert_der: fn conn ->
    MyApp.TLS.client_certificate_der(conn)
  end
The callback must return the DER-encoded certificate that the TLS layer already
authenticated, or nil when no certificate was presented.
Metadata
The installer mounts the standard metadata routes for a resource path. When
building metadata directly, serve protected-resource metadata from the
well-known location derived from your MCP resource identifier:
metadata =
  AttestoMCP.Metadata.protected_resource(conn, "/mcp",
    authorization_servers: ["https://auth.example.com"],
    resource_name: "Example MCP server",
    scopes_supported: AttestoMCP.Scopes.all(),
    tls_client_certificate_bound_access_tokens: true
  )
Authorization-server metadata belongs at the issuer:
AttestoMCP.Metadata.authorization_server(config,
  authorization_endpoint: "https://auth.example.com/oauth/authorize",
  token_endpoint_auth_methods_supported: ["client_secret_basic", "private_key_jwt"],
  registration_endpoint: "https://auth.example.com/oauth/register"
)
How discovery actually happens: a client hits the resource URL, gets a 401
whose WWW-Authenticate challenge carries a resource_metadata pointer
(RFC 9728 §5.1) — and modern MCP clients also (often first) derive the §3.1
path-inserted well-known URI from the resource URL itself
(https://host.example/mcp → /.well-known/oauth-protected-resource/mcp).
The path-inserted form must serve a document whose resource member equals the
identifier the URI was derived from (§3.3). A single-resource router can also
mount the unsuffixed compatibility document; a multi-resource router must
either omit it or assign it explicitly, never by declaration order. For a
combined AS+RS app that already mounts attesto_phoenix's
attesto_routes (which serves the root document), give each PRM route exactly
one owner: single-resource hosts can use
attesto_routes(protected_resource_paths: ["/mcp"]) instead of this macro,
and hosts using this macro alongside attesto_routes should pass root: false here or protected_resource_root: false there.
For the complete combined-host pattern—one authorization-server route set,
class-specific OAuth pipelines, two MCP metadata declarations, matching
audience-confined protection, and both RFC 8707 allowed resource identifiers—
see the MCP wiring guide.
Dynamic client registration should be exposed by the authorization server. When
using attesto_phoenix, enable its registration route and callbacks there. Only
advertise registration response fields such as client_secret_expires_at,
registration_access_token, and registration_client_uri if the authorization
server implementation returns and persists them correctly.
Scope conventions
The package ships common MCP-style scope strings as conventions:
	mcp:tools:read
	mcp:tools:call
	mcp:resources:read
	mcp:prompts:read

Server-specific prefixes are available:
AttestoMCP.Scopes.server("search", :tools_call)
# "search:mcp:tools:call"
These helpers are not policy. The authorization server decides what to issue and
each MCP route decides what to require.
DPoP nonce and replay
DPoP proof replay protection is required for protected-resource requests. Pass a
shared :replay_check callback, such as an ETS store for a single node or a
database-backed store for clustered deployments. Without that callback, DPoP
requests fail closed through Attesto unless you explicitly acknowledge the risk
with Attesto's lower-level option.
If the server requires DPoP nonces, also pass :nonce_check and :nonce_issue.
Nonce failures produce use_dpop_nonce with a fresh DPoP-Nonce header so the
client can retry.
Security notes
	Use HTTPS for HTTP MCP servers.
	Validate token audience/resource identifiers for the exact MCP endpoint. When
one server fronts more than one resource, enable resource_audience: :resource
with a pinned :base_url so a token minted for a sibling resource is rejected
(see "Per-resource audience confinement" above).
	Do not accept access tokens in the URI query string.
	MCP auth defaults to bearer_methods: [:header]. Enable
bearer_methods: [:header, :body] only if your metadata also advertises body
credentials and you accept the logging, retry, and replay risks.
	Do not pass inbound MCP access tokens through to unrelated upstream services.
	Keep access tokens short-lived and scoped to the smallest MCP capability that
can satisfy the request.
	Prefer DPoP or mTLS sender-constrained tokens for MCP servers exposed beyond a
trusted local environment.

Development
mix deps.get
mix format --check-formatted
mix credo --strict
mix test
mix docs

License
MIT. See LICENSE.


  

    Wiring an MCP server

This guide shows the canonical end-to-end wiring for protecting an HTTP MCP
server with attesto_mcp: mount the metadata discovery routes, protect the MCP
endpoint with one plug, and require the scopes the endpoint needs. Every step is
copy-pasteable.
The pieces fit together so that the RFC 9728 resource identifier a client
discovers and the resource_metadata challenge the server returns on a 401
always agree, because both derive from the same request origin and resource
path.
1. Attesto config
attesto_mcp delegates token, DPoP, and mTLS verification to Attesto, so the
host supplies an Attesto.Config (or a zero-arity function returning one).
defmodule MyApp.Attesto do
  def config do
    Attesto.Config.new(
      issuer: "https://auth.example.com",
      audience: "https://mcp.example.com/mcp",
      keystore: MyApp.Attesto.Keystore
    )
  end
end
2. DPoP replay protection
DPoP proof replay protection is required for protected-resource requests. Wire a
shared :replay_check callback (an ETS store for a single node, a
database-backed store for a cluster). Without it, DPoP requests fail closed
through Attesto.
replay_check = &MyApp.DPoPReplay.check_and_record/2
3. Mount discovery routes
use AttestoMCP.Router adds attesto_mcp_protected_resource_metadata/2, which
serves /.well-known/oauth-protected-resource/<path> for each resource. For a
single resource it also serves a backwards-compatible root
/.well-known/oauth-protected-resource by default.
defmodule MyAppWeb.Router do
  use Phoenix.Router
  use AttestoMCP.Router

  pipeline :api do
    plug :accepts, ["json"]
  end

  scope "/" do
    pipe_through :api

    attesto_mcp_protected_resource_metadata "/mcp",
      scopes: [AttestoMCP.Scopes.tools_call()],
      base_url: "https://mcp.example.com"
  end

  # ... protected endpoint below
end
Serving more than one MCP server is one call per resource. Each gets its own
metadata document and scope list. A shared root cannot identify all of them, so
the macro never allows an implicitly assigned root to survive after another
resource is declared. If the first declaration used the single-resource
default, adding a second resource is a compile-time error until the first makes
its root choice explicit. Either serve no root document:
attesto_mcp_protected_resource_metadata "/mcp/foo",
  scopes: ["foo:mcp:tools:call"],
  root: false

attesto_mcp_protected_resource_metadata "/mcp/bar",
  scopes: ["bar:mcp:tools:call"],
  root: false
Or explicitly nominate exactly one resource for legacy root discovery:
attesto_mcp_protected_resource_metadata "/mcp/foo",
  scopes: ["foo:mcp:tools:call"],
  root: false

attesto_mcp_protected_resource_metadata "/mcp/bar",
  scopes: ["bar:mcp:tools:call"],
  root: true
mix attesto_mcp.install uses root: false, so sequential installations are
safe by default. Change one declaration to root: true only when a legacy
client requires the unsuffixed document.
4. Protect the endpoint with one plug
AttestoMCP.Plug.ProtectResource composes authentication and scope enforcement
into one correctly ordered, halt-respecting plug. The :resource it is given is
the same path mounted for discovery above, so the resource_metadata challenge
on a 401 points at the route from step 3.
pipeline :mcp do
  plug :accepts, ["json", "sse"]

  plug AttestoMCP.Plug.ProtectResource,
    config: &MyApp.Attesto.config/0,
    replay_check: &MyApp.DPoPReplay.check_and_record/2,
    resource: "/mcp",
    base_url: "https://mcp.example.com",
    resource_audience: :resource,
    scopes: [AttestoMCP.Scopes.tools_call()],
    principal: fn claims, sender ->
      MyApp.Principals.from_token(claims, sender)
    end
end

scope "/" do
  pipe_through :mcp

  forward "/mcp", MyApp.MCPServerPlug
end
The metadata declaration and protection pipeline must use the same resource
path, scopes, and origin. resource_audience: :resource makes that identifier
the token audience check, so a sibling resource cannot accept the token merely
because it requires the same scope. A scalar aud must equal the identifier,
and every member of an array-valued aud must equal it. Do not combine this
route-derived policy with Attesto core's trusted_audiences; configure one or
the other. When :base_url/:origin is omitted, both sides derive the origin
from the request; pin the same value on both behind a reverse proxy.
Combined authorization server and multiple MCP resources
One Phoenix host can mount one attesto_phoenix authorization-server catalog
and one protected-resource metadata declaration per MCP endpoint. Keep MCP
metadata in attesto_mcp, suppress the authorization server's root PRM route,
and make the browser-facing pipeline override explicit:
scope "/" do
  attesto_routes(
    prefix: "/mcp",
    pipeline: :oauth_common,
    route_pipelines: [
      interactive: [:oauth_interactive, :oauth_common]
    ],
    registration: true,
    protected_resource_root: false
  )

  attesto_mcp_protected_resource_metadata "/mcp/alpha",
    scopes: ["alpha:tools"],
    base_url: "https://mcp.example.com",
    root: false

  attesto_mcp_protected_resource_metadata "/mcp/beta",
    scopes: ["beta:tools"],
    base_url: "https://mcp.example.com",
    root: false
end
Protect the resources with matching paths, origins, and scope lists:
pipeline :mcp_alpha do
  plug :accepts, ["json", "sse"]

  plug AttestoMCP.Plug.ProtectResource,
    config: &MyApp.Attesto.resource_config/0,
    resource: "/mcp/alpha",
    scopes: ["alpha:tools"],
    base_url: "https://mcp.example.com",
    resource_audience: :resource
end

pipeline :mcp_beta do
  plug :accepts, ["json", "sse"]

  plug AttestoMCP.Plug.ProtectResource,
    config: &MyApp.Attesto.resource_config/0,
    resource: "/mcp/beta",
    scopes: ["beta:tools"],
    base_url: "https://mcp.example.com",
    resource_audience: :resource
end
The authorization-server configuration must allow both exact identifiers so
clients can send them as RFC 8707 resource parameters and receive confined
access-token audiences:
resource_indicators: [
  allowed_resources: [
    "https://mcp.example.com/mcp/alpha",
    "https://mcp.example.com/mcp/beta"
  ]
]
The resulting chain is exact for each endpoint:
metadata.resource == requested resource == token aud == validated audience.
The host still owns its session/resource-owner authentication, CSRF, and
content-negotiation policy; externally submitted OAuth protocol POSTs should
not inherit generic browser-only handling.
After authentication, downstream code can read:
	conn.assigns.attesto_mcp_claims
	conn.assigns.attesto_mcp_scopes
	conn.assigns.attesto_mcp_sender
	conn.assigns.attesto_mcp_principal, if :principal is configured

5. mTLS-bound tokens (optional)
For mTLS sender-constrained tokens, supply certificate context from the TLS
layer. The callback returns the DER-encoded certificate the TLS layer already
authenticated, or nil when none was presented.
plug AttestoMCP.Plug.ProtectResource,
  config: &MyApp.Attesto.config/0,
  resource: "/mcp",
  scopes: [AttestoMCP.Scopes.tools_call()],
  cert_der: fn conn -> MyApp.TLS.client_certificate_der(conn) end
6. Test the binding contract
AttestoMCP.Test.DPoPAssertions ships ExUnit assertions that drive your wired
pipeline and prove DPoP binding holds: a DPoP-bound token presented as a plain
Bearer is rejected, and the same token presented with a valid proof is accepted.
defmodule MyAppWeb.MCPAuthTest do
  use ExUnit.Case
  import AttestoMCP.Test.DPoPAssertions

  setup do
    %{config: AttestoMCP.Test.Factory.config()}
  end

  test "the MCP pipeline enforces DPoP binding", %{config: config} do
    plug = fn conn ->
      opts =
        AttestoMCP.Plug.ProtectResource.init(
          config: config,
          replay_check: AttestoMCP.Test.DPoPReplay.callback(),
          scopes: [AttestoMCP.Scopes.tools_call()]
        )

      AttestoMCP.Plug.ProtectResource.call(conn, opts)
    end

    assert_dpop_bound_bearer_rejected(plug, config, scopes: [AttestoMCP.Scopes.tools_call()])
    assert_dpop_proof_accepted(plug, config, scopes: [AttestoMCP.Scopes.tools_call()])
  end
end


  

    Pinning the origin behind a reverse proxy

A protected MCP server publishes two origin values a client trusts implicitly:
	the RFC 9728 resource identifier (the server's own canonical URL), served
by the metadata endpoint and echoed in the WWW-Authenticate
resource_metadata challenge URL, and
	authorization_servers — where the client goes to get a token.

By default attesto_mcp derives both from the live request connection
(conn.scheme + conn.host + conn.port). For a single host that is correct
and needs no configuration.
Why deriving from the request is wrong behind a proxy
When TLS is terminated upstream and the app sees proxied requests:
	Wrong scheme/host. conn.scheme is usually http and conn.host is
whatever X-Forwarded-* rewriting produced, so the advertised resource can
come out as http://… or an internal hostname unless every conn is rewritten
perfectly.
	Spoofing. If the app trusts a proxy-rewritten Host/X-Forwarded-Host,
an attacker sending X-Forwarded-Host: evil.example can make the metadata
endpoint advertise an attacker-controlled resource or — worse — an
attacker-controlled authorization_servers, steering the client to request
tokens from an attacker AS.

The metadata document is the one place a client learns where to authorize, so
this is a redirect-to-attacker-AS vector. A FAPI-grade deployment should pin
these values instead of trusting the request.
The recipe
Two independent knobs, because RFC 9728 keeps the resource server and its
authorization server distinct (they are usually different hosts under FAPI):
	Value	Knob	Source
	resource + challenge URL	:base_url / :origin	the resource server's own canonical origin
	authorization_servers	:config issuer, :issuer, or explicit :authorization_servers	the trusted authorization server

:base_url/:origin accept a String.t(), a (Plug.Conn.t() -> String.t())
callback, or a {Mod, :fun} / {Mod, :fun, args} tuple (the conn is prepended
to args), resolved at request time. A blank or non-binary result is treated as
"not configured" and falls back to the request origin.
The issuer (authorization_servers) is advertised verbatim — issuer
identifiers are compared by exact string match, so a trailing slash is preserved
(unlike the resource origin, where it is trimmed before joining the path).
Router (metadata endpoint)
defmodule MyAppWeb.Router do
  use Phoenix.Router
  use AttestoMCP.Router

  scope "/" do
    pipe_through :api

    attesto_mcp_protected_resource_metadata "/mcp",
      scopes: ["mcp:tools:call"],
      # pin the resource server origin (resource + well-known URL)
      base_url: "https://mcp.example.com",
      # pin the authorization server the client should use
      config: &MyApp.Attesto.config/0
  end
end
Route private is compiled, so pass a string or a &Mod.fun/1 capture
for :base_url/:origin — not an anonymous fn. The same applies to :config
(a &Mod.config/0 capture works).
Endpoint (the WWW-Authenticate challenge)
Pin the same :base_url/:origin on AttestoMCP.Plug.ProtectResource so the
challenge URL matches the served resource:
plug AttestoMCP.Plug.ProtectResource,
  config: &MyApp.Attesto.config/0,
  resource: "/mcp",
  scopes: [AttestoMCP.Scopes.tools_call()],
  base_url: "https://mcp.example.com"
With the origin pinned you do not need a bespoke canonical-host guard plug in
front of the metadata routes: a spoofed Host/X-Forwarded-Host can no longer
change the advertised resource, challenge URL, or authorization_servers.
Using a callback
When the canonical origin is computed (multi-tenant, per-deployment config),
pass a capture instead of a literal:
# lib/my_app/attesto.ex
def mcp_origin(_conn), do: MyApp.Config.canonical_url()

# router / plug
base_url: &MyApp.Attesto.mcp_origin/1
What stays automatic
	Omit every knob and you get the previous behavior: both origins derived from
the request connection — correct for a simple single-host setup.
	authorization_servers only changes from the resource origin when you supply
a :config/:issuer (or an explicit :authorization_servers), so existing
single-host deployments are unaffected.



  

    Changelog

All notable changes to this project are documented here. The format is based on
Keep a Changelog and this project
adheres to Semantic Versioning.
[1.0.5] - 2026-07-25
Security
	Encode the security-fixed floor for every supported Plug minor line from
1.16 through 1.20, retaining broad compatibility without permitting affected
patch releases between a single lower and upper bound.
	Require Postgrex 0.22.3 or newer in the package's test environment, excluding
releases affected by the notification reconnect replay vulnerability. This
dependency remains test-only and does not enter a consumer's dependency tree.

Changed
	Requires attesto >= 1.3.0 and < 2.0.0. The floor carries the same optional
Plug security branches and JOSE 1.11.12 boundary as 1.2.5, and adds key-bound
algorithm validation to every verification path this package uses: a DPoP
proof key must be an RSA key of at least 2048 bits for every accepted RSASSA
and RSA-PSS algorithm, and a trusted algorithm can no longer be paired with an
incompatible key type or curve.
	The optional installer integration now requires Igniter 0.6.0 or newer, and
the optional Anubis bridge requires Anubis MCP 1.7.0 or newer. Both retain a
next-major upper bound.

Documentation
	Describe the optional Horde registry in terms of its cluster-wide session
uniqueness and routing. Anubis MCP 1.7.0 fixed its own dynamic session-name
fallback, so Horde is no longer presented as compensating for that issue.

[1.0.4] - 2026-07-16
Security
	Per-resource audience confinement now delegates to Attesto 1.2.2's strict
:trusted_audiences policy. A scalar token audience must match the protected
resource, and every member of an array-valued audience must match, so adding
an untrusted sibling audience can no longer bypass route confinement.
	:resource_audience and a caller-supplied core :trusted_audiences policy
are now mutually exclusive and fail closed during plug initialization instead
of allowing one policy to replace the other. Invalid static policies fail at
initialization, and a callback returning nil or another malformed value can
no longer disable route confinement for that request.
	Require patched Plug branches (1.19.5+ within 1.19 or 1.20.3+) and,
when the optional Phoenix integration is used, patched Phoenix branches
(1.7.24+ within 1.7 or 1.8.9+). This excludes the intervening releases
affected by published denial-of-service and cookie-injection advisories even
when an existing consumer lock would otherwise retain them.

Changed
	Requires attesto >= 1.2.2 and < 2.0.0 for strict trusted-audience
verification.

[1.0.3] - 2026-07-15
Fixed
	mix attesto_mcp.install now emits the public protected-resource metadata
macro with an explicit safe root: false, makes real repeated installs
idempotent, keeps distinct resource paths on collision-resistant protection
pipelines, and generates resource: plus resource_audience: :resource so
metadata, requested resources, token audiences, and validated audiences stay
aligned. Its notice now calls out request-derived origins and reverse-proxy
pinning.
	The installer now rejects empty scopes and degenerate resource paths, and
stops safely when an existing metadata declaration uses a non-literal path
that cannot be compared without evaluating host code.
	Multi-resource routers now reject a later root: false declaration when an
earlier resource already auto-mounted the compatibility root, closing the
remaining declaration-order-dependent root case.

Documentation
	Corrected multi-resource root ownership and added the combined
attesto_phoenix authorization-server plus multiple MCP resource pattern.

[1.0.2] - 2026-07-13
Changed
	Docs only: RFC 9728 discovery guidance for combined AS+RS apps. The router
macro and README now spell out how clients actually discover
protected-resource metadata (the §3.1 path-inserted probe first, then the
WWW-Authenticate resource_metadata fallback) and how to give each PRM
route exactly one owner next to attesto_phoenix's attesto_routes — whose
new protected_resource_paths/protected_resource_root options
(attesto_phoenix 1.3.0) cover the single-resource AS+RS case.

[1.0.1] - 2026-07-08
Changed
	Requires attesto ~> 1.2, picking up the 1.2.x line — including the
Attesto.Keystore.Static fix that labels the signing key's kid from
:signing_alg (attesto 1.2.1), so a PS256-signing host verifies its own
tokens without a redundant :key_algs entry. No functional change in
attesto_mcp itself.

[1.0.0] - 2026-07-04
First stable release; the public API is now under semantic versioning. No
functional change from 0.11.0. Requires attesto ~> 1.0.
[0.11.0] - 2026-06-23
Added
	Clustered + persistent Anubis MCP session infrastructure (optional,
compile-guarded — an RS-only consumer pays nothing):	AttestoMCP.Anubis.SessionStore.Ecto — a Postgres-backed
Anubis.Server.Session.Store. Anubis ships only a Redis adapter; this
persists the session map (keyed by Mcp-Session-Id) so a client reconnects
after a deploy/node-replacement with its initialized state restored instead
of re-initializing. Stateless (start_link/1 is :ignore, rides the host
repo), with lazy + scheduled (cleanup_expired/1) TTL reaping. Backed by the
AttestoMCP.Anubis.Session schema; mix attesto_mcp.gen.session_migration
creates the attesto_mcp_sessions table. Compile-guarded on Ecto.Schema.
	AttestoMCP.Anubis.JSONSafe.sanitize/1 — strips non-JSON-encodable values
(bare structs, pids, refs, tuples, functions) from session state before the
jsonb insert, since Anubis folds the whole request assigns into the
persisted frame; without it the driver raises mid-initialize and kills the
session process.
	AttestoMCP.Anubis.Registry.Horde — a cluster-wide Anubis.Server.Registry
that keeps the client-supplied session_id as CRDT/ETS data (a :via
tuple), coordinates cluster-wide session-name ownership, and routes a
request landing on any node to the node holding the session. Compile-guarded
on Horde.Registry.
	mix attesto_mcp.install.sessions — an Igniter installer that writes the
config :anubis_mcp, :session_store block (and, with --registry, adds the
horde dependency), and prints next-step notices for the migration and the
supervision-tree registry wiring.



[0.10.0] - 2026-06-22
Added
	RFC 9470 Step-Up Authentication. AttestoMCP.Plug.ProtectResource /
Plug.Authenticate accept a per-route :step_up requirement
([acr_values: [...], max_age: ...]); after the token is verified its
acr / auth_time claims must satisfy it or the request is refused 401
insufficient_user_authentication naming what the client must re-request.
	attesto_mcp_protected_resource_metadata/2 accepts root: true | false to
control the unsuffixed RFC 9728 root compatibility document explicitly.


Changed
	The root /.well-known/oauth-protected-resource compatibility document is now
auto-mounted only for a single-resource router. Once more than one
resource is declared its resource is ambiguous, so the host must choose with
root: true (nominate the resource) or root: false (serve no root); a second
resource that leaves the root implicit is a compile error. Previously the root
silently resolved to whichever resource was declared first, which could publish
a sensitive resource's metadata at a guessable path by accident.

[0.9.0] - 2026-06-22
Added
	RFC 8707 / RFC 9728 per-resource audience confinement.
AttestoMCP.Plug.ProtectResource / Plug.Authenticate gain a
:resource_audience option: with :resource (or a string / (conn -> uri) /
{m, f} value) the access token's aud is validated against THIS resource's
identifier rather than the host's global config.audience, so a token minted
for a sibling resource is rejected (audience confinement, RFC 8707 §1).
	AttestoMCP.Metadata.resource_identifier/3 — the single canonical
origin-plus-path identifier shared by the advertised metadata resource and
the validated audience, so metadata.resource == requested resource == minted aud == validated aud holds by construction.

Changed
	Requires attesto ~> 0.10. :resource_audience: :resource raises (fails
closed) when no resource path is configured to derive the identifier from.

[0.8.0] - 2026-06-21
Changed
	MCP protected-resource authentication defaults to header-only bearer
credentials. AttestoMCP.Plug.Authenticate and ProtectResource pass
bearer_methods: [:header] to attesto core unless the host opts in with
bearer_methods: [:header, :body]. This matches the MCP protected-resource
metadata default of bearer_methods_supported: ["header"]. Requires
attesto ~> 0.9.

[0.7.0] - 2026-06-21
Added
	AttestoMCP.Anubis.put_auth/1 — an optional bridge that projects the
verified :attesto_context into an Anubis MCP server's frame.context.auth,
so Anubis's framework-level authorization (the tools/list visibility filter,
per-tool scope gates) sees the resource-server identity. anubis_mcp is an
optional dependency and the module is compile-guarded on Anubis.Server.Frame,
so a resource server that does not use Anubis never compiles it or pulls it in.
The projection is purely mechanical — no scope-superset, role, or visibility
policy, which stay in the host app.
	AttestoMCP.Plug.Authenticate now assigns :attesto_context — a single
protocol-shaped context map (%{subject, client_id, scope, claims, cnf, principal}), identical to the one AttestoPhoenix.Plug.Authenticate assigns,
under the new :context_key option (default :attesto_context). This is the
canonical cross-plug auth context the Anubis bridge reads, so the bridge works
whether a request was authenticated by the MCP plug or the Phoenix plug.

Changed
	MCP scope-rejection rendering now delegates fully to attesto core.
AttestoMCP.Plug.RequireScopes renders its 403 insufficient_scope through
Attesto.Plug.OAuthError.insufficient_scope/4, which now honors the
:send_error / :www_authenticate / :no_store transport hooks. This removes
the local 403 gap-filler and the AttestoMCP.Plug.Error shim (the on-the-wire
challenge and body are unchanged). Requires attesto ~> 0.8.1.
	The :no_store transport hook now threads through RequireScopes and
ProtectResource, at parity with :send_error / :www_authenticate.

Fixed
	The mix attesto_mcp.install tests declare phx_new (test-only) so
Igniter.Test.phx_test_project/1 has the Phoenix project generator
(Igniter.Phoenix.Single, compile-guarded on Phx.New.Project) it needs.

[0.6.2] - 2026-06-14
Fixed
	The mix attesto_mcp.install task no longer references Igniter.Mix.Task
unconditionally, so attesto_mcp compiles in a consumer that does not depend on
igniter. igniter is an optional dependency, but the install task did
use Igniter.Mix.Task at the top level. In a consumer application that
depends on attesto_mcp without also pulling in igniter (the common prod
case), compiling attesto_mcp failed with module Igniter.Mix.Task is not loaded and could not be found. The task is now wrapped in a top-level
if Code.ensure_loaded?(Igniter) guard: the Igniter-backed installer compiles
only when igniter is present, and a use Mix.Task fallback that prints a
"install igniter to use this task" message takes its place otherwise. Behavior
is unchanged when igniter is available.

[0.6.1] - 2026-06-14
Fixed
	AttestoMCP.Plug.ProtectResource can again be used as a compile-time router
pipeline plug (plug_init_mode: :compile). 0.6.0 made init/1 bake the
generated resource_metadata WWW-Authenticate closure into the
RequireScopes transport. Under :compile mode (the Phoenix router /
production default) a plug's init/1 result is embedded via Macro.escape,
which rejects anonymous functions, so a router carrying the plug failed to
compile. The generated challenge is now built at call time from an
escape-safe spec (strings / {m, f} tuples), so init/1 returns no closures
and the plug compiles in a :compile-mode pipeline. Behavior is unchanged: an
insufficient-scope 403 still carries the resource_metadata pointer, and a
host-supplied :www_authenticate still wins. (Callbacks the host passes to the
plug must be remote captures or MFA tuples, not anonymous fn, to be embedded
under :compile mode — the same constraint Plug imposes on every plug.)

[0.6.0] - 2026-06-14
Added
	Origin pinning for protected-resource metadata behind a proxy. A host can
now pin the advertised resource/challenge origin and authorization_servers
instead of always deriving them from the live request connection, which behind
a TLS-terminating proxy is both fragile (http/internal host) and an
X-Forwarded-Host spoofing vector into the metadata document a client trusts
to find its authorization server.	AttestoMCP.Metadata.resolve_origin/2 resolves the resource server origin:
an explicit :base_url/:origin (a String.t() or (conn -> url)) wins
over the request connection. It drives the resource identifier and the
protected_resource_url/3 challenge URL.
	AttestoMCP.Metadata.protected_resource/3 now defaults
authorization_servers to the :config issuer (or an explicit :issuer
string) when one is given, rather than the resource origin — the issuer is
the authorization server the host already trusts. The resource identifier
is not derived from the issuer (RFC 9728 keeps the two distinct).
	The router macro attesto_mcp_protected_resource_metadata,
AttestoMCP.MetadataController, AttestoMCP.Plug.Authenticate, and
AttestoMCP.Plug.ProtectResource all accept and thread :base_url/:origin
(and :issuer/:config), so the served metadata and the
WWW-Authenticate resource_metadata challenge stay aligned when pinned.
:base_url/:origin accept a string, a (conn -> url) callback, or a
{module, fun} / {module, fun, args} tuple (so a dynamic origin works in a
compiled router macro, where an anonymous fn cannot).
	The generated resource_metadata challenge is now emitted consistently on
every rejection the MCP plugs render - token failure, principal-callback
rejection (a 401 from AttestoMCP.Plug.Authenticate), and insufficient-scope
rejection (a 403 from AttestoMCP.Plug.RequireScopes via ProtectResource)	so a client is pointed at metadata on all of them, not just token failures.


	New guides/proxy_origin.md documents the pinned-origin recipe so consumers
do not reinvent a canonical-host guard plug.



Fixed
	authorization_servers advertises the issuer verbatim: it is no longer
trailing-slash-trimmed, since an issuer identifier is compared by exact string
match (a trimmed path-based issuer would break discovery). The resource origin
is still trimmed (it is joined with a path). A blank explicit :issuer is
ignored rather than publishing [""] or overriding a configured issuer.
	A blank, relative, or non-binary :base_url/:origin pin ("", "/",
"/prefix", "mcp.example.com", …) is treated as "not configured" and falls
back (:base_url → :origin → request origin) instead of producing relative
or empty security metadata (no more resource: "/mcp" or
authorization_servers: [""]). A pin must be an absolute scheme://… origin.
	An explicit :resource / :authorization_servers now short-circuits the
derivation, so a lower-precedence origin/issuer callback is never invoked (and
cannot fail) for a value the host supplied outright. The resource origin is
also resolved at most once per document and shared with the
authorization_servers fallback, so a stateful origin callback cannot make
the resource and authorization_servers disagree.

Changed
	AttestoMCP.Metadata.protected_resource/3 now sets resource with put_new
(was put), so an explicit :resource opt overrides the derived identifier —
matching how :authorization_servers already behaved.
	With no pinning options supplied, behavior is unchanged: both origins derive
from the request connection.

[0.5.2] - 2026-05-31
Fixed
	Correct the README installation snippet now that the package is published on
Hex.

[0.5.1] - 2026-05-31
Changed
	Reuse Attesto.Test.DPoP for MCP DPoP proof fixtures so downstream MCP tests
stay aligned with Attesto's published DPoP helper API.

[0.5.0] - 2026-05-31
Added
	AttestoMCP.Plug.ProtectResource: a single plug composing
AttestoMCP.Plug.Authenticate then AttestoMCP.Plug.RequireScopes into a
correctly ordered, halt-respecting pipeline, with the RFC 9728
resource_metadata WWW-Authenticate challenge auto-wired from the resource
path.
	AttestoMCP.Router with the attesto_mcp_protected_resource_metadata/2
Phoenix router macro, and AttestoMCP.MetadataController, serving
per-resource /.well-known/oauth-protected-resource/<path> metadata plus a
backwards-compatible root /.well-known/oauth-protected-resource route. The
served resource identifier matches the ProtectResource challenge.
	AttestoMCP.Test.DPoPAssertions: shipped ExUnit assertions for host apps
proving a DPoP-bound token presented as a plain Bearer is rejected and is
accepted with a valid DPoP proof.
	guides/mcp_wiring.md: copy-pasteable end-to-end wiring guide.
	phoenix as an optional dependency (only needed by AttestoMCP.Router and
AttestoMCP.MetadataController).
	Initial Plug/Phoenix authentication wrapper for protecting HTTP MCP endpoints
with Attesto access-token verification, DPoP proof checks, and mTLS
certificate-bound token checks.
	MCP scope convention helpers.
	OAuth protected-resource metadata builder and authorization-server metadata
delegation.
	Focused tests for Bearer, DPoP, mTLS, scope enforcement, principal mapping,
custom error rendering, and public assign names.



  

    LICENSE


MIT License

Copyright (c) 2026 Neil Berkman

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.



  

    
AttestoMCP.Test.Factory 
    



      
Test fixtures for exercising a host MCP server's Attesto pipeline.
This factory mints access tokens and DPoP proofs for host application test
suites, including the shipped AttestoMCP.Test.DPoPAssertions helpers. It is
built entirely on Attesto's published API (Attesto.Test.DPoP,
Attesto.Token.mint/3, Attesto.PrincipalKind.new/3,
Attesto.Config.new/1, Attesto.Keystore.Static) plus JOSE, so it has no
dependency on any Attesto-internal test scaffolding.
The module compiles only when ExUnit is loaded (it registers an
ExUnit.Callbacks.on_exit/1 cleanup in config/0), so it adds nothing to a
host's production build.
defmodule MyApp.MCPAuthTest do
  use ExUnit.Case
  import AttestoMCP.Test.DPoPAssertions

  setup do
    %{config: AttestoMCP.Test.Factory.config()}
  end
end
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        access_token(config, opts \\ [])

      


        Mint a signed access token for config.



    


    
      
        config()

      


        Build an Attesto.Config backed by an in-memory Attesto.Keystore.Static.



    


    
      
        dpop_jwk()

      


        Generate a fresh P-256 JWK for use as a DPoP proof key.



    


    
      
        dpop_proof(access_token, opts \\ [])

      


        Build a DPoP proof JWT bound to access_token and return {proof, jkt}.



    


    
      
        htu()

      


        The audience the factory mints tokens for, usable as the request htu.



    


    
      
        self_signed_cert_der()

      


        Build a self-signed certificate (DER) for exercising mTLS sender constraints.
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      access_token(config, opts \\ [])



        
          
        

    

  


  

      

          @spec access_token(
  Attesto.Config.t(),
  keyword()
) :: String.t()


      


Mint a signed access token for config.
Options:
	:scopes - scopes granted to the token (default [AttestoMCP.Scopes.tools_call()]).
	:audience - scalar or array-valued aud claim override. Attesto
deduplicates the array and collapses a single remaining member to a
scalar when minting.
	:dpop_jkt - JWK thumbprint to bind the token to (RFC 9449 cnf.jkt).
	:mtls_cert_thumbprint - certificate thumbprint to bind the token to (RFC 8705).


  



  
    
      
    
    
      config()



        
          
        

    

  


  

      

          @spec config() :: Attesto.Config.t()


      


Build an Attesto.Config backed by an in-memory Attesto.Keystore.Static.
The signing key is registered into the :attesto application environment and
removed again via ExUnit.Callbacks.on_exit/1, so each test gets an isolated
keystore.

  



  
    
      
    
    
      dpop_jwk()



        
          
        

    

  


  

      

          @spec dpop_jwk() :: JOSE.JWK.t()


      


Generate a fresh P-256 JWK for use as a DPoP proof key.

  



    

  
    
      
    
    
      dpop_proof(access_token, opts \\ [])



        
          
        

    

  


  

      

          @spec dpop_proof(
  String.t(),
  keyword()
) :: {String.t(), String.t()}


      


Build a DPoP proof JWT bound to access_token and return {proof, jkt}.
jkt is the RFC 7638 thumbprint of the proof key, suitable for passing as
:dpop_jkt to access_token/2. Options:
	:jwk - reuse a specific key (default a fresh P-256 key).
	:htm - the proof htm claim (default "POST").
	:htu - the proof htu claim (default the factory audience).


  



  
    
      
    
    
      htu()



        
          
        

    

  


  

      

          @spec htu() :: String.t()


      


The audience the factory mints tokens for, usable as the request htu.

  



  
    
      
    
    
      self_signed_cert_der()



        
          
        

    

  


  

      

          @spec self_signed_cert_der() :: binary()


      


Build a self-signed certificate (DER) for exercising mTLS sender constraints.

  


        

      


  

    
AttestoMCP 
    



      
Authentication helpers for HTTP-based Model Context Protocol servers.
attesto_mcp does not implement the Model Context Protocol. It wraps
Plug/Phoenix endpoints that already speak MCP and connects them to Attesto's
OAuth/OIDC verifier, DPoP proof verification, mTLS token binding, scope
algebra, and metadata builders.

      




  

    
AttestoMCP.Plug.Authenticate 
    



      
Authenticate a protected MCP endpoint with Attesto.
This plug delegates token, DPoP, and mTLS verification to
Attesto.Plug.Authenticate, then assigns MCP-friendly auth context for the
host server.
Defaults:
	:claims_key - :attesto_mcp_claims
	:scopes_key - :attesto_mcp_scopes
	:sender_key - :attesto_mcp_sender
	:principal_key - :attesto_mcp_principal
	:context_key - :attesto_context

Alongside the MCP-specific assigns above, the plug also assigns a single
protocol-shaped context map under :context_key (default :attesto_context),
identical in shape to the one AttestoPhoenix.Plug.Authenticate assigns:
%{subject, client_id, scope (list), claims, cnf, principal}. This is the
canonical cross-plug auth context; AttestoMCP.Anubis.put_auth/1 projects it
into the Anubis frame regardless of which authenticator ran.
Options accepted by Attesto.Plug.Authenticate, including :config,
:replay_check, :nonce_check, :nonce_issue, :cert_der,
:trusted_audiences, :htu, :credential_from_conn, :bearer_methods,
:send_error, :www_authenticate, and :no_store, are passed through.
MCP defaults to bearer_methods: [:header], matching protected-resource
metadata that advertises bearer_methods_supported: ["header"]. A host that
genuinely needs RFC 6750 §2.2 form-body tokens can opt in with
bearer_methods: [:header, :body], but body credentials are easier to leak
through logs, caches, retries, and replay tooling than an Authorization
header.
Additional options:
	:resource_audience - confines the token to this protected resource.
Use :resource to derive the identifier from :resource_path, or pass a
literal identifier / (conn -> identifier) / MFA callback. The resolved
identifier becomes Attesto core's complete :trusted_audiences list, so
a scalar aud must equal it and every member of an array-valued aud
must equal it. :resource_audience and :trusted_audiences are mutually
exclusive; configuring both raises rather than silently weakening either
policy. A callback must return a valid identifier; nil or another
malformed result fails authentication and never disables confinement.
	:principal - optional callback that receives verified claims and sender
context, returning {:ok, principal} or {:error, reason}.
	:resource_metadata_url - URL string, (conn -> url) callback, or
{module, fun} / {module, fun, args} tuple that appends an RFC 9728
resource_metadata auth-param to WWW-Authenticate challenges unless a
custom :www_authenticate callback is already supplied. This is a total
override: it takes precedence over :base_url/:origin, and a (conn -> url) form that derives from the connection bypasses origin pinning - pin
via :base_url/:origin (which the default derivation honors) rather than
a conn-deriving :resource_metadata_url callback behind a proxy. A custom
:www_authenticate callback replaces challenge handling entirely, so it
must append its own resource_metadata if wanted.
	:resource_path - MCP endpoint path used to derive
:resource_metadata_url. Its origin is resolved by
AttestoMCP.Metadata.resolve_origin/2, so a pinned origin applies.
	:base_url / :origin - pin the origin of the derived
resource_metadata challenge URL (a String.t() or (conn -> url)),
instead of deriving it from the request connection. Use behind a
TLS-terminating proxy so the advertised metadata URL cannot be spoofed
via X-Forwarded-*. When omitted, the live request origin is used. This
origin is the resource server's own; it is independent of the :config
issuer (the authorization server).


      




  

    
AttestoMCP.Plug.ProtectResource 
    



      
Protect an HTTP MCP endpoint in one plug.
The MCP authorization spec treats a protected HTTP MCP server as an OAuth
resource server (RFC 9728). Guarding such an endpoint correctly takes two
ordered steps: authenticate the access token (and any DPoP/mTLS sender
constraint), then enforce the scopes the route requires. ProtectResource
composes AttestoMCP.Plug.Authenticate followed by
AttestoMCP.Plug.RequireScopes into a single, correctly ordered,
halt-respecting pipeline so the host does not hand-wire and re-order the two
plugs (and the WWW-Authenticate resource_metadata challenge) on every
route.
plug AttestoMCP.Plug.ProtectResource,
  config: &MyApp.Attesto.config/0,
  replay_check: &MyApp.DPoPReplay.check_and_record/2,
  resource: "/mcp",
  scopes: [AttestoMCP.Scopes.tools_call()]
init/1 returns no closures, so the plug works as a compile-time router
pipeline plug (plug_init_mode: :compile, the production default). As Plug
requires under :compile mode, any callback the host passes (:config,
:replay_check, :send_error, …) must be a remote capture (&Mod.fun/n) or
an MFA tuple ({Mod, :fun}), not an anonymous fn.
This is exactly equivalent to:
plug AttestoMCP.Plug.Authenticate,
  config: &MyApp.Attesto.config/0,
  replay_check: &MyApp.DPoPReplay.check_and_record/2,
  resource_path: "/mcp"

plug AttestoMCP.Plug.RequireScopes,
  scopes: [AttestoMCP.Scopes.tools_call()]
Options
	:scopes (or :scope) - the scope(s) the route requires, forwarded to
AttestoMCP.Plug.RequireScopes. At least one scope is required.
	:step_up - an optional RFC 9470 step-up requirement for the route
([acr_values: ["phr"], max_age: 300] or an
%Attesto.StepUp.Requirement{}). After the token is verified, its
acr / auth_time claims must satisfy the requirement or the request is
refused 401 insufficient_user_authentication, naming the acr_values /
max_age the client must re-request at the authorization endpoint. A
token from a machine grant (no auth_time) always challenges a freshness
requirement, so step-up routes are for end-user grants.
	:resource (or :resource_path) - the MCP endpoint path, for example
"/mcp" or "/mcp/brokers". It drives the RFC 9728 resource_metadata
auth-param appended to WWW-Authenticate challenges, derived from the
live request origin via AttestoMCP.Metadata.protected_resource_url/2.
Both names mean the same thing; :resource reads naturally here while
:resource_path matches AttestoMCP.Plug.Authenticate.
	:base_url (or :origin) - pin the origin of the resource_metadata
challenge URL behind a TLS-terminating proxy (a String.t() or
(conn -> url)), instead of trusting the proxy-rewritten request. When
omitted, the live request origin is used. This keeps the challenge URL
aligned with a pinned metadata resource and closes the
X-Forwarded-Host spoofing vector. See guides/proxy_origin.md.
	:resource_audience - confines access tokens to this protected resource;
:resource derives its audience identifier from the resource path and
resolved origin. A scalar token audience must match, and every member of
an array-valued audience must match. This option is mutually exclusive
with Attesto core's :trusted_audiences; configuring both raises.

Every other option is passed through to AttestoMCP.Plug.Authenticate:
:config, :replay_check, :nonce_check, :nonce_issue, :cert_der,
:trusted_audiences, :htu, :credential_from_conn, :bearer_methods, :send_error,
:www_authenticate, :no_store, :principal, :principal_key,
:claims_key, :scopes_key, :sender_key, and :resource_metadata_url.
MCP defaults to bearer_methods: [:header]; set
bearer_methods: [:header, :body] only when the resource intentionally
accepts RFC 6750 §2.2 form-body access tokens. The transport hooks
(:send_error, :www_authenticate, :no_store) and the assign keys
(:claims_key, :scopes_key) are also shared with
AttestoMCP.Plug.RequireScopes so a scope rejection renders through the same
host-controlled error envelope.

      




  

    
AttestoMCP.Plug.RequireScopes 
    



      
Require scopes on a request authenticated by AttestoMCP.Plug.Authenticate.
The plug reads the verified scope list from conn.assigns and checks it with
Attesto.Scope (the same scope algebra Attesto.Plug.RequireScopes uses). It
does not encode MCP policy; routes choose their own required scopes.
plug AttestoMCP.Plug.RequireScopes, scopes: [AttestoMCP.Scopes.tools_call()]
Rejections are rendered through Attesto.Plug.OAuthError: a request that is
not authenticated gets a 401 invalid_token, and an authenticated request
that is missing a required scope gets a 403 insufficient_scope (RFC 6750
§3.1). Both delegate to Attesto.Plug.OAuthError, threading the per-request
:www_authenticate / :send_error transport hooks
AttestoMCP.Plug.ProtectResource injects, so a scope rejection carries the
same RFC 9728 resource_metadata challenge and host-controlled error envelope
the authentication rejection does.
This plug reads MCP-specific assign keys (:attesto_mcp_claims /
:attesto_mcp_scopes, set by AttestoMCP.Plug.Authenticate) and a pre-split
granted-scope list; that is why it is a thin wrapper over the OAuthError
renderer rather than a direct use of Attesto.Plug.RequireScopes (which reads
the scope claim under its own key).

      




  

    
AttestoMCP.MetadataController 
    



      
Phoenix controller that serves RFC 9728 protected-resource metadata.
Routes mounted by AttestoMCP.Router.attesto_mcp_protected_resource_metadata/2
dispatch here. The controller reads the resource path and metadata options
placed in conn.private by the route, builds the document with
AttestoMCP.Metadata.protected_resource/3, and renders it as JSON. The
resource identifier and default authorization_servers origin come from
AttestoMCP.Metadata.resolve_origin/2: a :base_url/:origin/:issuer
passed to the router macro pins it; otherwise it is the live request origin.
Because the resource identifier is resolved the same way
AttestoMCP.Plug.ProtectResource resolves its WWW-Authenticate
resource_metadata challenge, the discovered metadata URL and the served
resource value match - provided both call sites receive the same origin
(with no pin they both derive from the request; behind a proxy pass the same
:base_url/:origin to the router macro and the plug).
The controller compiles only when Phoenix is available; Plug-only consumers
do not pull it in.

      


      
        Summary


  
    Functions
  


    
      
        show(conn, params)

      


        Render protected-resource metadata for the resource bound to this route.



    





      


      
        Functions


        


  
    
      
    
    
      show(conn, params)



        
          
        

    

  


  

      

          @spec show(Plug.Conn.t(), map()) :: Plug.Conn.t()


      


Render protected-resource metadata for the resource bound to this route.

  


        

      


  

    
AttestoMCP.Router 
    



      
Phoenix router macros for OAuth protected-resource metadata discovery.
The MCP authorization spec treats a protected HTTP MCP server as an OAuth
resource server. Clients discover where to authorize by fetching RFC 9728
protected-resource metadata from a well-known location derived from the
resource path: /.well-known/oauth-protected-resource/<resource-path> (and,
for clients that predate the path-suffixed form, the root
/.well-known/oauth-protected-resource).
use AttestoMCP.Router imports attesto_mcp_protected_resource_metadata/2,
which mounts both routes for a resource at AttestoMCP.MetadataController. The
served resource identifier is the resource origin (:base_url/:origin if
pinned, otherwise the request origin) joined with the resource path - the same
value AttestoMCP.Plug.ProtectResource advertises in its WWW-Authenticate
resource_metadata challenge, so discovery and challenge agree when both are
given the same origin (see "Pinning the origin behind a proxy" below).
Single resource
defmodule MyAppWeb.Router do
  use Phoenix.Router
  use AttestoMCP.Router

  scope "/" do
    pipe_through :api
    attesto_mcp_protected_resource_metadata "/mcp", scopes: ["mcp:tools:call"]
  end
end
This serves:
	GET /.well-known/oauth-protected-resource/mcp
	GET /.well-known/oauth-protected-resource (root compatibility document,
auto-mounted for the single resource)

Multiple resources
Declare one call per protected resource. Each gets its own path-suffixed
well-known route and its own metadata document. The unsuffixed root document
is NOT auto-mounted once more than one resource exists - its resource would be
ambiguous, and auto-mounting it to whichever resource was declared first could
publish a sensitive resource's metadata at a guessable path by accident.
Choose explicitly with :root (see attesto_mcp_protected_resource_metadata/2).
If the first resource used the single-resource default, adding any second
resource raises until the first declaration makes root ownership explicit.
# Serve no root document (each endpoint's WWW-Authenticate already points
# clients at its own path-suffixed metadata):
attesto_mcp_protected_resource_metadata "/mcp/foo", scopes: ["foo:mcp:tools:call"], root: false
attesto_mcp_protected_resource_metadata "/mcp/bar", scopes: ["bar:mcp:tools:call"], root: false

# Or nominate one resource as the root for legacy clients:
attesto_mcp_protected_resource_metadata "/mcp/foo", scopes: ["foo:mcp:tools:call"], root: true
attesto_mcp_protected_resource_metadata "/mcp/bar", scopes: ["bar:mcp:tools:call"]
Options
Options are forwarded to AttestoMCP.Metadata.protected_resource/3. The most
common is :scopes (served as scopes_supported); :authorization_servers,
:resource_name, :tls_client_certificate_bound_access_tokens, and the other
RFC 9728 fields are also accepted.
Pinning the origin behind a proxy
By default the served resource and authorization_servers are derived from
the live request connection. Behind a TLS-terminating reverse proxy that is
fragile (http/internal host) and spoofable (X-Forwarded-Host). Pass
:base_url (or :origin) to pin the origin instead - a String.t(), a
&Mod.fun/1 capture, or a {Mod, :fun} tuple resolved at request time. Route
private is compiled, so use a string, a remote function capture, or an MFA
tuple - not an anonymous fn:
attesto_mcp_protected_resource_metadata "/mcp",
  scopes: ["mcp:tools:call"],
  base_url: "https://mcp.example.com"
AttestoMCP.Plug.ProtectResource accepts the same :base_url/:origin, so
the challenge URL and the served metadata stay aligned. See
guides/proxy_origin.md.
Combined AS+RS hosts (attesto_phoenix in the same app)
A host that also mounts attesto_phoenix's
AttestoPhoenix.Router.attesto_routes/1 already serves a root
/.well-known/oauth-protected-resource document. Pick ONE owner per PRM
route:
	Single resource, AS and RS in one app: prefer
attesto_routes(protected_resource_paths: ["/mcp"]) over this macro -
it mounts both the root and the path-inserted form from the same
controller, with the RFC 9728 §3.3 resource-consistency guard.
	Standalone RS, or multiple resources: use this macro. If the AS half
also runs in the same app, pass root: false here or
protected_resource_root: false to attesto_routes so the root
document has exactly one owner.

Phoenix's duplicate-route behavior (first match wins, with a compile
warning) is only the backstop - mounting the same well-known path from both
packages is a wiring smell, not a supported configuration.

      


      
        Summary


  
    Functions
  


    
      
        attesto_mcp_protected_resource_metadata(resource_path, opts \\ [])

      


        Mount the RFC 9728 protected-resource metadata routes for one MCP resource.



    





      


      
        Functions


        


    

  
    
      
    
    
      attesto_mcp_protected_resource_metadata(resource_path, opts \\ [])


        (macro)


        
          
        

    

  


  

Mount the RFC 9728 protected-resource metadata routes for one MCP resource.
resource_path is the path of the protected MCP endpoint, for example
"/mcp" or "/mcp/brokers". opts are forwarded to
AttestoMCP.Metadata.protected_resource/3; pass :scopes to advertise the
scopes the resource requires.
The root compatibility document (root:)
RFC 9728 §3.1 path-suffixed metadata
(/.well-known/oauth-protected-resource<resource-path>) is the current form;
the unsuffixed root /.well-known/oauth-protected-resource exists only for
clients that predate it. Each protected endpoint's WWW-Authenticate
challenge already points clients at its own path-suffixed document, so the
root is never required.
	A single-resource router auto-mounts the root for its one resource (a
convenience for the common case).
	Once more than one resource is declared, the root's resource is
ambiguous and is NOT allowed to remain implicitly assigned: auto-mounting
it to whichever resource happened to be declared first could publish a
sensitive resource's metadata at a guessable path by accident. If the
first declaration used the default, adding a second resource raises until
the first declaration sets root: true or root: false explicitly.

Set :root to control it explicitly:
	root: true — mount the root document for THIS resource (one resource may
claim it; a second root: true is a compile error).
	root: false — never mount the root for this resource. With every
resource set to false, no root document is served at all.


  


        

      


  

    
AttestoMCP.Metadata 
    



      
Builders for OAuth metadata used by HTTP MCP authorization.
MCP HTTP servers that require authorization act as OAuth protected resources.
The MCP authorization spec points clients at RFC 9728 protected-resource
metadata first, then at RFC 8414 authorization-server metadata. This module
builds those documents without coupling the package to any MCP server SDK.
Origin pinning behind a proxy
The resource identifier and the default authorization_servers are origin
values: a client reads them to learn where it is and where to get a token.
By default they are derived from the live request connection
(conn.scheme/conn.host/conn.port), which is correct for a simple
single-host deployment.
Behind a TLS-terminating reverse proxy that derivation is both fragile and a
spoofing vector: conn.scheme is often http, conn.host is whatever
X-Forwarded-* rewriting produced, and an attacker who can set
X-Forwarded-Host could make the metadata advertise an attacker-controlled
resource or authorization server. A FAPI-grade deployment should pin both
instead of trusting the request:
	The resource identifier and the well-known metadata URL use
resolve_origin/2 - the resource server origin, pinned via :base_url
or :origin (a String.t(), a (Plug.Conn.t() -> String.t()) callback,
or a {module, fun} / {module, fun, args} tuple), falling back to the
live request origin.
	authorization_servers defaults to the :config issuer (or an
explicit :issuer string) when one is supplied - the authorization server
the host already trusts for token verification, advertised verbatim - and
otherwise to the resource origin. The issuer is deliberately NOT used as
the resource origin: RFC 9728 keeps the protected resource and its
authorization server distinct, and in a FAPI deployment they are usually
different hosts.

Either can still be overridden outright with an explicit :resource /
:authorization_servers opt. See guides/proxy_origin.md for the recipe.

      


      
        Summary


  
    Functions
  


    
      
        append_resource_metadata(challenge, url)

      


        Append resource_metadata to a WWW-Authenticate challenge.



    


    
      
        authorization_server(config, opts \\ [])

      


        Build the authorization-server metadata document by delegating to Attesto.



    


    
      
        protected_resource(opts)

      


        Build an RFC 9728 protected-resource metadata document.



    


    
      
        protected_resource(conn, resource_path, opts \\ [])

      


        Build protected-resource metadata from a Plug connection and resource path.



    


    
      
        protected_resource_url(base_url, resource_path)

      


        Build the well-known metadata URL for an MCP resource path.



    


    
      
        protected_resource_url(conn, resource_path, opts)

      


        Build the well-known metadata URL, resolving the origin via resolve_origin/2.



    


    
      
        resolve_origin(conn, opts)

      


        Resolve the resource server origin used to build the resource identifier
and the well-known metadata URL.



    


    
      
        resource_identifier(conn, resource_path, opts \\ [])

      


        The canonical RFC 8707 / RFC 9728 resource identifier for this protected
resource: the resolved origin joined with the resource path (for example
"https://mcp.example.com/mcp").



    


    
      
        resource_metadata_param(url)

      


        Build the WWW-Authenticate auth-param value for RFC 9728 metadata discovery.



    





      


      
        Functions


        


  
    
      
    
    
      append_resource_metadata(challenge, url)



        
          
        

    

  


  

      

          @spec append_resource_metadata(String.t(), String.t()) :: String.t()


      


Append resource_metadata to a WWW-Authenticate challenge.

  



    

  
    
      
    
    
      authorization_server(config, opts \\ [])



        
          
        

    

  


  

      

          @spec authorization_server(
  Attesto.Config.t(),
  keyword()
) :: %{required(String.t()) => term()}


      


Build the authorization-server metadata document by delegating to Attesto.

  



  
    
      
    
    
      protected_resource(opts)



        
          
        

    

  


  

      

          @spec protected_resource(keyword()) :: %{required(String.t()) => term()}


      


Build an RFC 9728 protected-resource metadata document.
Required options:
	:resource - the protected resource identifier, usually the canonical
MCP server URI such as "https://mcp.example.com/mcp".
	:authorization_servers - a non-empty list of issuer identifiers.

Common options include :scopes_supported, :bearer_methods_supported,
:dpop_signing_alg_values_supported, and
:tls_client_certificate_bound_access_tokens.

  



    

  
    
      
    
    
      protected_resource(conn, resource_path, opts \\ [])



        
          
        

    

  


  

      

          @spec protected_resource(Plug.Conn.t(), String.t(), keyword()) :: %{
  required(String.t()) => term()
}


      


Build protected-resource metadata from a Plug connection and resource path.
resource_path is the path of the MCP endpoint, for example "/mcp" or
"/mcp/admin". The resource identifier is resolve_origin/2 (the resource
server origin, pinned via :base_url/:origin) joined with that path.
:authorization_servers defaults to the :config issuer (or an explicit
:issuer string) when one is given - the trusted authorization server,
advertised verbatim - and otherwise to the resource origin.
An explicit :resource or :authorization_servers opt overrides the derived
value, and short-circuits its derivation: a pinned origin / issuer callback is
not invoked (and cannot fail) for a value the host supplied outright.

  



  
    
      
    
    
      protected_resource_url(base_url, resource_path)



        
          
        

    

  


  

      

          @spec protected_resource_url(String.t(), String.t()) :: String.t()


          @spec protected_resource_url(Plug.Conn.t(), String.t()) :: String.t()


      


Build the well-known metadata URL for an MCP resource path.
iex> AttestoMCP.Metadata.protected_resource_url("https://mcp.example.com", "/mcp")
"https://mcp.example.com/.well-known/oauth-protected-resource/mcp"
A Plug connection can also be passed as the first argument.

  



  
    
      
    
    
      protected_resource_url(conn, resource_path, opts)



        
          
        

    

  


  

      

          @spec protected_resource_url(Plug.Conn.t(), String.t(), keyword()) :: String.t()


      


Build the well-known metadata URL, resolving the origin via resolve_origin/2.
Pass :base_url/:origin in opts to pin the resource origin (so the
challenge URL matches a pinned resource); with no such opt the live request
origin is used.

  



  
    
      
    
    
      resolve_origin(conn, opts)



        
          
        

    

  


  

      

          @spec resolve_origin(
  Plug.Conn.t(),
  keyword()
) :: String.t()


      


Resolve the resource server origin used to build the resource identifier
and the well-known metadata URL.
This is the protected resource's own origin (RFC 9728 resource), which is
distinct from the authorization server (authorization_servers / the
Attesto.Config issuer) - the two are often different hosts in a FAPI
deployment, so the issuer is NOT used here. Precedence:
	an explicit :base_url or :origin opt - a String.t(), a
(Plug.Conn.t() -> String.t()) callback, or a {module, fun} /
{module, fun, args} tuple (the conn is prepended to args), resolved
at request time;
	the live request origin (conn.scheme/conn.host/conn.port).

A blank or non-binary pin is treated as "not configured" and falls back to the
request origin; a trailing slash is trimmed so the result joins cleanly with a
resource path.

  



    

  
    
      
    
    
      resource_identifier(conn, resource_path, opts \\ [])



        
          
        

    

  


  

      

          @spec resource_identifier(Plug.Conn.t(), String.t(), keyword()) :: String.t()


      


The canonical RFC 8707 / RFC 9728 resource identifier for this protected
resource: the resolved origin joined with the resource path (for example
"https://mcp.example.com/mcp").
This is the SINGLE source for the value that must agree across the chain — the
RFC 9728 metadata resource field, the RFC 8707 resource a client requests,
the aud the authorization server mints, and the audience the resource-server
plug validates. Driving the audience check and the advertised metadata from
this one function is what makes them consistent by construction (a host cannot
configure them into disagreement). Origin precedence is resolve_origin/2's.

  



  
    
      
    
    
      resource_metadata_param(url)



        
          
        

    

  


  

      

          @spec resource_metadata_param(String.t()) :: String.t()


      


Build the WWW-Authenticate auth-param value for RFC 9728 metadata discovery.

  


        

      


  

    
AttestoMCP.Scopes 
    



      
MCP-oriented scope naming conventions.
These helpers are deliberately small string builders. They do not decide
which principal is allowed to hold a scope, and they do not require a server
to use this catalog. The host authorization server remains responsible for
issuing scopes and the host MCP server remains responsible for selecting
which scopes protect each operation.

      


      
        Summary


  
    Functions
  


    
      
        all()

      


        The default generic MCP scope conventions.



    


    
      
        prompts_read()

      


        Scope convention for reading MCP prompts.



    


    
      
        resources_read()

      


        Scope convention for reading MCP resources.



    


    
      
        server(prefix, scope)

      


        Prefix the generic scope suffix with a server-specific namespace.



    


    
      
        tools_call()

      


        Scope convention for invoking MCP tools.



    


    
      
        tools_read()

      


        Scope convention for listing or reading MCP tool definitions.



    





      


      
        Functions


        


  
    
      
    
    
      all()



        
          
        

    

  


  

      

          @spec all() :: [String.t()]


      


The default generic MCP scope conventions.

  



  
    
      
    
    
      prompts_read()



        
          
        

    

  


  

      

          @spec prompts_read() :: String.t()


      


Scope convention for reading MCP prompts.

  



  
    
      
    
    
      resources_read()



        
          
        

    

  


  

      

          @spec resources_read() :: String.t()


      


Scope convention for reading MCP resources.

  



  
    
      
    
    
      server(prefix, scope)



        
          
        

    

  


  

      

          @spec server(String.t(), atom() | String.t()) :: String.t()


      


Prefix the generic scope suffix with a server-specific namespace.
iex> AttestoMCP.Scopes.server("search", :tools_call)
"search:mcp:tools:call"

  



  
    
      
    
    
      tools_call()



        
          
        

    

  


  

      

          @spec tools_call() :: String.t()


      


Scope convention for invoking MCP tools.

  



  
    
      
    
    
      tools_read()



        
          
        

    

  


  

      

          @spec tools_read() :: String.t()


      


Scope convention for listing or reading MCP tool definitions.

  


        

      


  

    
AttestoMCP.Anubis 
    



      
Bridge a verified resource-server identity into the Anubis MCP frame.
AttestoMCP.Plug.Authenticate (or AttestoPhoenix.Plug.Authenticate)
verifies the access token and assigns a protocol-shaped context onto the
conn under :attesto_context. The Anubis HTTP transport copies
conn.assigns into frame.assigns, so that context is reachable as
frame.assigns[:attesto_context] inside the server.
Anubis's own authorization machinery - the tools/list visibility filter,
Frame.scopes/1, Frame.has_scope?/2, any per-tool scope gate - reads the
identity from frame.context.auth (an Anubis.Server.Context field), which
is nil until a host populates it. put_auth/1 performs that one
projection: frame.assigns[:attesto_context] -> frame.context.auth, in the
auth-claims map shape Anubis.Server.Context documents.
The projection is purely mechanical. It carries no application policy - no
scope-superset/admin expansion, no role mapping, no tenant or audit logic,
no "which tools are visible" rules. Those belong in the host app; this only
surfaces the verified claims in the place Anubis reads them.
Host wiring
Call it once at the top of the server's handle_request/2 (or any callback
that needs the identity):
def handle_request(request, frame) do
  frame = AttestoMCP.Anubis.put_auth(frame)
  # ... Anubis authorization now sees the verified identity ...
end
The module is compile-guarded on Anubis.Server.Frame: a resource server
that does not depend on anubis_mcp never compiles it (mirroring how
attesto core gates its optional Plug surface on Plug.Conn).

      


      
        Summary


  
    Functions
  


    
      
        put_auth(frame)

      


        Project the verified :attesto_context into frame.context.auth.



    





      


      
        Functions


        


  
    
      
    
    
      put_auth(frame)



        
          
        

    

  


  

      

          @spec put_auth(Anubis.Server.Frame.t()) :: Anubis.Server.Frame.t()


      


Project the verified :attesto_context into frame.context.auth.
Idempotent and non-destructive:
	if frame.context.auth is already set, the frame is returned unchanged
(a host or an earlier call owns it);
	if frame.assigns[:attesto_context] is absent (unauthenticated request,
STDIO transport, or the auth plug did not run), the frame is returned
unchanged.

Otherwise frame.context.auth is set to the Anubis.Server.Context
auth-claims map projected from the context.

  


        

      


  

    
AttestoMCP.Anubis.JSONSafe 
    



      
Produce a JSON-safe copy of an MCP session-state map before it is written to a
jsonb column.
Anubis folds the whole request conn.assigns into the persisted session
frame, so the state map an Anubis.Server.Session.Store is handed can carry
values with no JSON.Encoder implementation - a request-scoped struct
(e.g. a host's authenticated-user struct), a tuple, a pid, a ref, a function,
a MapSet. Encoding such a map raises in the database driver, which - because
it happens mid-initialize - would crash the session process and drop the
connection.
sanitize/1 recursively drops anything non-encodable from its enclosing map
or list while preserving encodable siblings:
	a struct with a JSON.Encoder impl (DateTime, Date, Decimal,
...) is kept; a bare struct without one is dropped;
	a map keeps only entries whose key is a valid JSON object key (binary or
atom) and whose value survives sanitization;
	a list keeps only its surviving elements.

Keys are otherwise preserved as-is, so a string-keyed restore reads the same
values back after the jsonb round-trip. The result always encodes cleanly.

      


      
        Summary


  
    Functions
  


    
      
        sanitize(value)

      


        Return a JSON-encodable copy of value, dropping any non-encodable members.



    





      


      
        Functions


        


  
    
      
    
    
      sanitize(value)



        
          
        

    

  


  

      

          @spec sanitize(term()) :: term()


      


Return a JSON-encodable copy of value, dropping any non-encodable members.
A top-level value that is itself non-encodable (and not a map or list to
descend into) sanitizes to an empty map, so the return is always encodable.

  


        

      


  

    
AttestoMCP.Anubis.Registry.Horde 
    



      
Horde.Registry-backed session registry for the Anubis MCP transports.
Cluster-wide registration
Anubis 1.7 and later safely name client-supplied session IDs through an
Elixir Registry; its bundled Anubis.Server.Registry.PG can route
requests to live sessions across connected nodes. This adapter is for hosts
that also want Horde's CRDT-backed cluster-wide name ownership, so one
distributed registry coordinates session names and lookup.
This adapter implements session_name/2, returning a :via tuple:
{:via, Horde.Registry, {registry_name, session_id}}
Because Anubis passes that name to the session GenServer.start_link/3, the
session auto-registers in the CRDT-backed Horde.Registry on start. The
session_id is kept as ETS/CRDT data. Horde gives cluster-wide name
uniqueness and resolves a registered name to the owning (possibly remote)
pid, so a request that lands on any node routes transparently to the node
holding the session.
Anubis starts the session DynamicSupervisor itself, so this adapter only
starts the Horde.Registry; cross-node request routing is handled by
distributed Erlang GenServer.call/3 against the pid that
Horde.Registry.lookup/2 returns, exactly as the :pg adapter relied on.
Wiring
{MyApp.MCP.Server,
 transport: :streamable_http,
 registry: {AttestoMCP.Anubis.Registry.Horde, []},
 # ...
}
Cluster membership uses members: :auto, so every node running the same
Anubis registry name discovers its peers (pair it with a clustering library
such as libcluster so the nodes connect).
Compile-guarded on Anubis.Server.Registry and Horde.Registry.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(opts)

      


        Starts the Horde.Registry for the given Anubis registry name.



    


    
      
        lookup_session(registry_name, session_id)

      


        Looks the session pid up in the cluster-wide Horde.Registry.



    


    
      
        register_session(registry_name, session_id, pid)

      


        No-op: the session registers itself via the :via tuple from session_name/2
when it starts.



    


    
      
        session_name(registry_name, session_id)

      


        Returns the :via tuple Anubis uses as the session GenServer name.



    


    
      
        unregister_session(registry_name, session_id)

      


        No-op: Horde.Registry removes the entry automatically when the owning
session process exits.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(opts)



        
          
        

    

  


  

Starts the Horde.Registry for the given Anubis registry name.
Anubis injects :name (a compile-time bounded atom such as
:"Anubis.MyApp.MCP.Server.registry") into opts. keys: :unique is
required for :via registration; members: :auto lets Horde discover peers
running the same registry name across the connected cluster.

  



  
    
      
    
    
      lookup_session(registry_name, session_id)



        
          
        

    

  


  

Looks the session pid up in the cluster-wide Horde.Registry.

  



  
    
      
    
    
      register_session(registry_name, session_id, pid)



        
          
        

    

  


  

No-op: the session registers itself via the :via tuple from session_name/2
when it starts.

  



  
    
      
    
    
      session_name(registry_name, session_id)



        
          
        

    

  


  

Returns the :via tuple Anubis uses as the session GenServer name.
Returning a :via tuple (rather than an atom) means the session registers
itself in Horde.Registry on start_link, so register_session/3 is a
no-op and no atom is ever derived from the session_id.

  



  
    
      
    
    
      unregister_session(registry_name, session_id)



        
          
        

    

  


  

No-op: Horde.Registry removes the entry automatically when the owning
session process exits.
Horde.Registry.unregister/2 only unregisters names owned by the calling
process; here the caller is the transport, not the session, so an explicit
unregister would be a misleading no-op. Anubis terminates sessions through the
session DynamicSupervisor, and the resulting process exit drops the Horde
entry. Anubis never invokes this callback itself; it exists only to satisfy
the behaviour.

  


        

      


  

    
AttestoMCP.Anubis.Session 
    



      
Persisted Anubis MCP session state, backing AttestoMCP.Anubis.SessionStore.Ecto.
One row per MCP session, keyed by the client's Mcp-Session-Id. state is
the JSON-serializable session map Anubis produces (client_info, capabilities,
frame, ...), stored as jsonb so it round-trips with string keys.
expires_at bounds how long a disconnected session may be restored; expired
rows are reaped lazily on load and by the store's cleanup_expired/1.
Compile-guarded on Ecto.Schema: a consumer that does not persist MCP
sessions never compiles it.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        changeset(session, attrs)

      


        Build the upsert changeset for a session row. Fail-closed: the session_id
and expires_at are required.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoMCP.Anubis.Session{
  __meta__: term(),
  expires_at: term(),
  inserted_at: term(),
  session_id: term(),
  state: term(),
  updated_at: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      changeset(session, attrs)



        
          
        

    

  


  

      

          @spec changeset(t() | Ecto.Changeset.t(), map()) :: Ecto.Changeset.t()


      


Build the upsert changeset for a session row. Fail-closed: the session_id
and expires_at are required.

  


        

      


  

    
AttestoMCP.Anubis.SessionStore.Ecto 
    



      
Postgres-backed Anubis.Server.Session.Store for the Anubis MCP transports.
Why
Anubis keeps session state in memory and recovers it only on a live
reconnect, so a deploy (node replacement) drops every session and forces each
connected client to re-initialize. Persisting the session map lets a client
reconnect with its Mcp-Session-Id after a deploy and have its initialized
state (client_info + frame) restored, with no re-initialization.
Anubis ships only a Redis adapter; this implements the same behaviour against
an Ecto.Repo, for a Postgres-only deployment that does not run Redis.
Wiring
# config/config.exs
config :anubis_mcp, :session_store,
  enabled: true,
  adapter: AttestoMCP.Anubis.SessionStore.Ecto,
  repo: MyApp.Repo,
  ttl: to_timeout(minute: 30)
The :repo may also be set as config :attesto_mcp, repo: MyApp.Repo. Run
mix attesto_mcp.gen.session_migration --repo MyApp.Repo to create the
backing attesto_mcp_sessions table.
No process
The store is stateless: every callback is a direct repo query and the repo is
already supervised, so start_link/1 returns :ignore instead of booting an
idle GenServer. Anubis lists the adapter as a child (the {adapter, config}
child-spec form when enabled: true); :ignore tells the supervisor there is
nothing to start.
Postgres has no native key TTL, so expired rows are reaped lazily on load/2
and by cleanup_expired/1 (call it on a schedule from the host).
Compile-guarded on Anubis.Server.Session.Store and Ecto.Schema.

      




  

    
AttestoMCP.Test.DPoPAssertions 
    



      
Shipped ExUnit assertions for the DPoP sender-constraint contract.
RFC 9449 binds an access token to the client key that signed a DPoP proof
via the token's cnf.jkt claim (RFC 7800). Two properties of that contract
are worth a host MCP server proving on its own pipeline, because getting
either wrong silently downgrades sender-constrained tokens to bearer tokens:
	A DPoP-bound token presented as a plain Bearer token (no proof) MUST
be rejected. Otherwise a captured token is usable without the key.
	A DPoP-bound token presented as DPoP with a valid proof for the live
request MUST be accepted.

These helpers drive a host's already-wired authentication plug against both
cases so the host's exact :config, :replay_check, :htu, and error
rendering are exercised. They build the token and proof with
AttestoMCP.Test.Factory and use only Attesto's published DPoP API
(Attesto.DPoP.compute_ath/1 via the factory), so they do not depend on any
Attesto-internal test scaffolding.
The module compiles only when ExUnit is loaded, so it adds nothing to a
host's production build.
Usage
defmodule MyApp.MCPAuthTest do
  use ExUnit.Case
  import AttestoMCP.Test.DPoPAssertions

  setup do
    %{config: AttestoMCP.Test.Factory.config()}
  end

  test "MCP endpoint enforces DPoP binding", %{config: config} do
    plug = fn conn ->
      MyAppWeb.MCPAuth.call(conn, MyAppWeb.MCPAuth.init([]))
    end

    assert_dpop_bound_bearer_rejected(plug, config)
    assert_dpop_proof_accepted(plug, config)
  end
end
plug_fun is a one-arity function that runs the host's authentication
pipeline on a Plug.Conn and returns the resulting conn. A host that
requires :replay_check for DPoP requests must wire it inside plug_fun.

      


      
        Summary


  
    Types
  


    
      
        plug_fun()

      


    





  
    Functions
  


    
      
        assert_dpop_bound_bearer_rejected(plug_fun, config, opts \\ [])

      


        Assert that a DPoP-bound token presented as a plain Bearer token (with no
proof) is rejected by the host pipeline.



    


    
      
        assert_dpop_proof_accepted(plug_fun, config, opts \\ [])

      


        Assert that a DPoP-bound token presented as DPoP with a valid proof for
the live request is accepted by the host pipeline.



    





      


      
        Types


        


  
    
      
    
    
      plug_fun()



        
          
        

    

  


  

      

          @type plug_fun() :: (Plug.Conn.t() -> Plug.Conn.t())


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      assert_dpop_bound_bearer_rejected(plug_fun, config, opts \\ [])



        
          
        

    

  


  

      

          @spec assert_dpop_bound_bearer_rejected(plug_fun(), Attesto.Config.t(), keyword()) ::
  Plug.Conn.t()


      


Assert that a DPoP-bound token presented as a plain Bearer token (with no
proof) is rejected by the host pipeline.
Options:
	:path - request path (default "/mcp").
	:method - request method (default :post).
	:scopes - scopes minted into the token (default the factory default).

Returns the resulting halted Plug.Conn for further assertions.

  



    

  
    
      
    
    
      assert_dpop_proof_accepted(plug_fun, config, opts \\ [])



        
          
        

    

  


  

      

          @spec assert_dpop_proof_accepted(plug_fun(), Attesto.Config.t(), keyword()) ::
  Plug.Conn.t()


      


Assert that a DPoP-bound token presented as DPoP with a valid proof for
the live request is accepted by the host pipeline.
Options:
	:path - request path (default "/mcp").
	:method - request method (default :post).
	:scopes - scopes minted into the token (default the factory default).
	:htu - the htu claim of the proof (default the factory audience). It
must match the host's computed request URI.

Returns the resulting non-halted Plug.Conn for further assertions.

  


        

      


  

    
AttestoMCP.Test.DPoPReplay 
    



      
Minimal DPoP replay callback for tests.
Production systems should use a shared store for every MCP server instance.
This helper is process-local and exists only to make replay behavior explicit
in tests and examples.

      


      
        Summary


  
    Functions
  


    
      
        callback()

      


        Return a replay_check callback compatible with Attesto.DPoP.verify_proof/2.



    





      


      
        Functions


        


  
    
      
    
    
      callback()



        
          
        

    

  


  

      

          @spec callback() :: (String.t(), pos_integer() -> :ok | {:error, :replay})


      


Return a replay_check callback compatible with Attesto.DPoP.verify_proof/2.

  


        

      


  

    
mix attesto_mcp.gen.session_migration 
    



      
Generates an Ecto migration that creates the attesto_mcp_sessions table
backing AttestoMCP.Anubis.SessionStore.Ecto (a Postgres-backed
Anubis.Server.Session.Store adapter).
One row per MCP session, keyed by the client's Mcp-Session-Id; state is the
serialized Anubis session map (client_info, capabilities, frame), persisted
so a client can reconnect after a deploy with its initialized state restored.
Usage
mix attesto_mcp.gen.session_migration --repo MyApp.Repo
Options
	--repo - the Ecto repo the migration is generated for. May be given more
than once. When omitted the host application's configured repos are used.
	--migrations-path - directory the migration file is written to. Defaults
to the repo's priv/<repo>/migrations.

The generated migration is reversible.

      




  

    
mix attesto_mcp.install 
    



      
Scaffolds an MCP protected resource into a Phoenix application
Wires the building blocks an MCP server needs to act as an OAuth 2.0
protected resource into a host Phoenix application:
	The OAuth 2.0 Protected Resource Metadata endpoint (RFC 9728 Section 3),
mounted from the per-resource well-known path (RFC 9728 Section 3.1) with
the same route form emitted by
AttestoMCP.Router.attesto_mcp_protected_resource_metadata/2. The
installer emits root: false, so multiple installations never create
an ambiguous or order-dependent root document; a host may explicitly
nominate one resource later if legacy-client compatibility requires it.
	A Phoenix pipeline that enforces bearer-token authentication and the
required OAuth scopes (RFC 6750 Bearer Token Usage, RFC 6749 Section 3.3
scope semantics) via AttestoMCP.Plug.ProtectResource. The generated
protection derives the exact resource audience from the same path as
metadata and rejects tokens issued to sibling MCP resources.

This task is idempotent per resource path: re-running it recognizes only a
complete matching scaffold, so it will not duplicate the pipeline, metadata,
or protected scope. Legacy raw metadata routes, implicit root ownership, and
partial target wiring produce an actionable issue without changing the router;
make root ownership explicit and complete or remove the old scaffold before
rerunning the installer.
Example
mix attesto_mcp.install --resource-path /mcp --scopes mcp:use

Options
	--resource-path - the path component of the protected resource being
served, for example /mcp (RFC 9728 Section 3.1). The metadata endpoint is
mounted at /.well-known/oauth-protected-resource<resource-path> and the
protecting pipeline is piped through the matching scope. Defaults to /mcp.
	--scopes - a comma-separated list of OAuth scope strings the bearer token
must carry to access the protected resource (RFC 6749 Section 3.3). Defaults
to mcp:use.
	--router - the Phoenix router module to wire the routes into. Defaults to
the application's discovered router.


      




  

    
mix attesto_mcp.install.sessions 
    



      
Wires the Ecto-backed Anubis MCP session store into a host application
Configures AttestoMCP.Anubis.SessionStore.Ecto - a Postgres-backed
Anubis.Server.Session.Store - so MCP sessions survive a deploy/node
replacement and a client reconnects with its initialized state restored.
What it changes (deterministic):
	adds the config :anubis_mcp, :session_store block (enabled, the Ecto
adapter, the repo, and a 30-minute TTL) to config/config.exs;
	with --registry, adds the horde dependency for the clustered
AttestoMCP.Anubis.Registry.Horde.

What it leaves to you (printed as a notice, because the locations are
app-specific and must not be blind-edited):
	run mix attesto_mcp.gen.session_migration --repo <Repo> to create the
attesto_mcp_sessions table;
	with --registry, wire registry: {AttestoMCP.Anubis.Registry.Horde, []}
into your Anubis server child spec, and connect the nodes (e.g.
libcluster).

Idempotent: re-running does not duplicate the config block or the dependency.
Example
mix attesto_mcp.install.sessions --repo MyApp.Repo --registry

Options
	--repo - the Ecto.Repo the session store uses. Defaults to the
application's <App>.Repo.
	--registry - also add the horde dependency for the clustered registry
adapter (and print the wiring notice). Off by default.
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